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Farringtons School E-Safety Policy
1. Introduction
1.1.1 Farringtons School is committed to IT services that facilitate and enhance teaching, learning
and administration in the school community.
1.12 This policy provides guidance so that staff, students and other authorised users can access
the school’s IT resources safely, securely and within the law, and so that pupils are educated to use
email, internet, mobile phones and social media appropriately. It applies to the use of school IT
resources, whether on or off school premises, including laptops and mobile computing devices,
software, operating systems, storage media and network accounts that provide access to local
network, internet and email resources.
2. Rationale
2.1.1 It is the duty of the school to ensure that every child in their care is safe, and the same
principles should apply to the ‘virtual’ or digital world as would be applied to the real world.
Increasingly, children are accessing material through the internet and games consoles which is not
age appropriate. It is essential to address this and to encourage a lifestyle which incorporates a
healthy balance of time spent using technology.
2.1.2 This policy, supported by the Acceptable Use Policies (Appendix 1) for staff, governors,
visitors and pupils, is to protect the interests and safety of the whole school community and aims to
provide clear advice and guidance on how to minimise risks and how to deal with any infringements.
2.1.3 Both this policy and the Acceptable Use Policies (for all staff, governors, visitors and pupils)
are inclusive of both fixed and mobile internet, technologies provided by the school (such as PCs,
laptops, whiteboards, tablet, digital video and camera equipment, etc) and technologies owned by
pupils or staff.
3. The Technologies
3.1.1 ICT in the 21st Century has an all-encompassing role within the lives of children and adults.
New technologies are enhancing communication and the sharing of information. Current and
emerging technologies used in school and, more importantly in many cases, used outside of school
by children include:
3.1.2

The Internet

3.1.3

E-mail

3.1.4

Instant messaging

3.1.5

Blogs

3.1.6

Social networking sites

3.1.7

Chat Rooms

3.1.8

Gaming Sites

3.1.9

Text messaging and picture messaging

3.1.10 Video calls

3.1.11 Podcasting
3.1.12 Online communities via games consoles
3.1.13 Mobile internet devices such as Smart Phone and Tablets.
4. Whole school approach to the safe use of ICT
4.1.1

Creating a safe ICT learning environment includes three main elements at this school:

4.1.2

An effective range of technological tools which are filtered and monitored;

4.1.3

Policies and procedures, with clear roles and responsibilities;

4.1.4

A comprehensive e-Safety education programme for pupils, staff and parents.

5. Staff Responsibilities
5.1.1 E-Safety is recognised as an essential aspect of strategic leadership in this school and the
Head, with the support of staff, aims to embed safe practices into the culture of the school. The
Head ensures that the policy is implemented and compliance with the policy monitored. All staff are
encouraged to create a talking culture in order to address any e-safety issues which may arise in
classrooms on a daily basis.
5.1.2 The Designated Safeguarding Lead has overall responsibility for the monitoring of e-safety
(See e-safety monitoring policy) she will work closely with the IT Network manager in ensuring that
e-safety is maintained.
5.1.3 The Designated Safeguarding Lead ensures they keep up to date with e-Safety issues and
guidance provided from such organisations as The Child Exploitation and Online Protection (CEOP)
and 360 degree safe. The school’s Designated Safeguarding Lead ensures that the Head, Senior
Management and Governors are updated as necessary.
6. Staff awareness
6.1.1 All staff receive regular information and training on e-safety issues in the form of in house
training within INSET.
6.1.2

New staff receive information on the school’s AUP as part of their induction.

6.1.3 All staff are made aware of individual responsibilities relating to the safeguarding of children
within the context of e-safety and know what to do in the event of misuse of technology by any
member of the school community.
6.1.4 All staff are encouraged to incorporate e-safety activities and awareness within their
curriculum areas and through a culture of talking about issues as they arise.
6.1.5 E-safety records of concern are completed by staff as soon as incidents occur and are
reported directly to the school’s designated safeguarding team, Mrs Frances, Mrs Nancekievill, Mr
Young and Mr Charlton
6.1.6 All staff working with children are responsible for demonstrating, promoting and supporting
safe behaviours in their classrooms and following school e-safety procedures. These behaviours are
summarised in the AUPs which must be signed and returned before use of technologies in school.

7. Internet
7.1.1 Farringtons School will use Broadband M247 “filtered” by an onsite filtering system called
‘light speed’, which will minimise the chances of pupils encountering undesirable material.
7.1.2 Staff, pupils and visitors have access to the internet through the school’s fixed and mobile
internet technology.
7.1.3 Staff should email school-related information using their school email address and not
personal accounts.
7.1.4

Staff will preview any websites before recommending to pupils.

7.1.5 If internet research is set for homework, specific sites will be suggested that have previously
been checked by the teacher.
7.1.6 If staff or pupils discover an unsuitable site, the screen must be switched off immediately
and the incident reported to IT Network manager. This will be escalated to the Designated
Safeguarding Lead, and the website blocked by the IT Network Manager.
7.1.7 Staff and pupils are aware that school based email and internet activity is monitored and can
be explored further if required.
7.1.8 Pupils using the World Wide Web are expected not to deliberately seek out offensive
materials. Should any pupils encounter any such material accidentally, they are expected to report it
immediately to a teacher and then this will be reported to the IT Network manager
7.1.9 Pupils are expected not to use any rude or offensive language in their email communications
and contact only people they know or those the teacher has approved.
7.1.10 Pupils are taught the rules of etiquette in email and are expected to follow them.
7.1.11 No personal information such as phone numbers and addresses should be given out and no
arrangements to meet someone made unless this is part of an approved school project.
7.1.12 Pupils consistently choosing not to comply with these expectations will be warned, and
subsequently, may be sanctioned following the school’s behaviour policy.
7.1.13 A summary of these ICT rules are displayed in the ICT suite and all areas with ICT resources.
Pupils will be asked to sign to the Acceptable Use Policy as part of the joining paper work. Copies of
the agreement will also be distributed to parents to ensure that key messages are reinforced at
home.
8. Passwords
8.1.1 Use a strong password (strong passwords are usually eight characters or more and contain
upper and lower case letters, as well as numbers).
8.1.2

Passwords should not be written down.

8.1.3

Passwords should not be shared with other children or staff.

8.1.4

Mobile technology (laptops, iPads, netbooks, etc):

8.1.5 Mobile technology for pupil use, such as Tablets are stored within the trolley safe within the
designated classrooms. Access is available to pupils when staff lessons require the use of the Tablets.

8.1.6 Mobile Technology assigned to a member of staff as part of their role and responsibility
must have a passcode or device lock so unauthorised people cannot access the content.
8.1.7 When they are not using a device staff should ensure that it is locked to prevent
unauthorised access.
8.1.8 No personal mobile phone devices belonging to staff or children are to be used during
lessons at school. These are to be used during break times only and kept on silent. If pupils bring in
mobile phones (for the purpose of safety if they walk to and from school alone), they should be kept
switched off and out of sight all day, and will remain the responsibility of the child in case of loss or
damage. Any children not following these rules will be dealt with using the school’s behaviour policy.
9. Data storage
9.1.1 Staff are expected to save all data relating to their work to their staff home area, school
shard drives (depending on context of the document), their OneDrive or SharePoint.
9.1.2 Staff are prohibited from sending staff or student data outside of the school by any means
without the express permission of the Head and Data Manager.
9.1.3 Individual Welfare Plans, assessment records, pupil medical information and any other data
related to pupils or staff should not be stored on personal memory sticks.
9.1.4 Only take offsite information you are authorised to and only when it is necessary and
required in order to fulfil your role. If you are unsure speak to a member of the Senior Management
Team.
10. Social Networking Sites
10.1.1 Use such sites with extreme caution, being aware of the nature of what you are publishing
on-line in relation to your professional position. Do not publish any information online which you
would not want your employer to see.
10.1.2 Under no circumstances should school pupils or parents, past or present, be added as
friends (or equivalent), unless known to you as a friend or relative prior to your appointment.
10.1.3 Your role in school requires a high degree of professionalism and confidentiality.
10.1.4 Any communications or content you publish that causes damage to the School, or any of its
employees or any third party’s reputation may amount to misconduct or gross misconduct to which
the School and Disciplinary Policies apply.
10.1.5 Where applications allow the posting of messages online, users must be mindful that the
right to freedom of expression attaches only to lawful conduct.
10.1.6 Any communications made in a professional capacity with other members of the staffing
body through social media must not either knowingly or recklessly:
10.1.7 Place a child or young person or member of staff at risk of harm;
10.1.8 Bring the School into disrepute;
10.1.9 Breach confidentiality;
10.1.10 Breach copyright;

10.1.11 Breach data protection legislation; or do anything that could be considered discriminatory
against, or bullying or harassment of, any individual, for example by:
10.1.12 Making offensive or derogatory comments relating to sex, gender reassignment, race
(including nationality), disability, sexual orientation, religion or belief or age;
10.1.13 Using social media to bully another individual; or
10.1.14 Posting images that are discriminatory or offensive or links to such content.
10.1.15 The School reserves the right to monitor staff and pupils internet usage. The School
considers that valid reasons for checking internet usage include concerns that social media/internet
sites have been accessed in breach of this Policy.
11. Digital images
11.1.1 Use only digital cameras and video cameras provided by the school and under no
circumstances use personal equipment such as digital cameras or camera phones to store images of
children.
11.1.2 When using children’s images for any school activity, they should not be identified by their
name unless parental permission has been given in writing (See Photography Policy)
11.1.3 Members of staff who breach the Farringtons School E-Safety Policy may face disciplinary
action. A misuse or breach of this policy could also result in criminal or civil actions being brought
against you.
12. Providing a comprehensive e-safety education to pupils and parents
12.1.1 All staff working with children must share a collective responsibility to provide e-safety
education to pupils and to promote e-safety in their own actions.
12.1.2 Formally, e-safety education is provided by the objectives contained in the ICT unit plans for
every area of work for each year group. Even if e-safety is not relevant to the area of ICT being
taught, it is important to have this as a ‘constant’ in the ICT curriculum.
12.1.3 Informally, a talking culture is encouraged in classrooms which allows e-safety issues to be
addressed as and when they arise.
12.1.4 Where needed the Designated Safeguarding Lead will provide an assembly on the e-safety
risks.
12.1.5 Staff will ensure children know to report abuse to any member of staff who will escalate the
concern to the Designated Safeguarding Lead.
12.1.6 When children use school computers, staff should make sure children are fully aware of the
Student Acceptable Use Policy. (See Appendix 1)

Appendix 1 Pupil Acceptable Use Policy

Appendix 2
Staff Acceptable Use Policy

Guidelines for Staff
The School has provided computers for use by staff as an important tool for teaching, learning, and
administration of the School. Use of School computers by staff is governed at all times by the
following policy. Please ensure you understand your responsibilities under this policy, and direct any
questions or concerns to the IT Network Manager in the first instance.
All members of staff have a responsibility to use the School’s computer system in a professional,
lawful, and ethical manner. Deliberate abuse of the School’s computer system may result in
disciplinary action (including possible termination), and civil and/or criminal liability.
Please note that use of the School network is intended to be as permissive and flexible as possible
under current UK legislation. This policy is not intended to arbitrarily limit the ways in which you can
use the system, but to ensure compliance with the legal responsibilities of the School and staff, to
safeguard the reputation of the School, and to ensure the safety of all users. Please respect these
guidelines, many of which are in place for your protection.
Lastly, the School recognises that the distinction between computer use at work and at home is
increasingly blurred, with many of us now using our own computers for work. While the School
neither wishes nor intends to dictate how you use your own computer, staff should consider that the
spirit of this policy applies whenever you are undertaking an activity that stems from your
employment with the School.

Computer Security and Data Protection










You will be provided with a personal account for accessing the computer system, with your
own username and password. This account will be tailored to the level of access you require,
and is for your use only. As such, you must not disclose your password to anyone, including
IT Support staff. If you do so, you will be required to change your password immediately.
You must not allow a pupil to have individual use of a staff account under any circumstances,
for any length of time, even if supervised.
When leaving a computer unattended, you must ensure you have either logged off your
account, or locked the computer to prevent anyone using your account in your absence.
You must not store any sensitive or personal information about staff or students on any
portable storage system (such as a USB memory stick, portable hard disk, or personal
computer) unless that storage system is encrypted and approved for such use by the School.
You must not transmit any sensitive or personal information about staff or students via
email
When publishing or transmitting non-sensitive material outside of the School, you must take
steps to protect the identity of any pupil whose parents have requested this.
If you use a personal computer at home for work purposes, you must ensure that any
School-related sensitive or personal information is secured to prohibit access by any nonmember of staff, and encrypted to protect against theft.







You must make your own backup of data kept on any storage system other than the network
storage drives or your ‘My Documents’ folder. This includes USB memory sticks (even those
owned or issued by the School) or a personal computer.
You must ensure that items of portable computer equipment (such as laptops, digital
cameras, or portable projectors) are securely stored in a locked room or cupboard when left
unattended.
Equipment taken offsite is not routinely insured by the School. If you take any School
computer equipment offsite, you should ensure that adequate insurance cover has been
arranged to cover against loss, damage, or theft including any laptops issued for staff use.

Telephony
The school operates a “hot desk” telephone system and every member of staff is issued with their
own “Extension” and “PIN”. Key Members of Staff will also be issued with a mobile phone, which this
policy also applies to.
Telephones must not be used for personal telephone calls and only for business related calls – all
phone calls in and out are logged by our logging software and by the service provider, if a mobile.
Most Mobile Phones are on “contract” and as such – fair limits, fair use and caps apply.

Personal Use
The School recognises that occasional personal use of the Schools computers is beneficial both to
the development of your IT skills and for maintaining a positive work-life balance. Such use is
permitted, with the conditions that such use







must comply with all other conditions of this AUP as they apply to non-personal use, and all
other School policies regarding staff conduct;
must not interfere in any way with your other duties or those of any other member of staff;
must not have any undue effect on the performance of the computer system; and
must not be for any commercial or political purpose or gain unless explicitly authorised by
the School.
Personal use is permitted at the discretion of the School and can be limited or revoked at
any time.

Use of your own Equipment




Any mains-operated personal computer or electrical equipment brought on site, for any use,
is subject to a Portable Appliance Test (PAT) by site maintenance staff, and must not be used
until approved. This test must be performed at regular intervals as required by the Schools
normal rules on electrical safety testing.
You must not connect personal computer equipment to School computer equipment
without prior approval from IT Support staff in writing, with the exception of storage devices
such as USB memory sticks.






If you keep files on a personal storage device (such as a USB memory stick), you must ensure
that other computers you connect this storage device to (such as your own computers at
home) have an up-to-date anti-virus system running to protect against the proliferation of
harmful software onto the School computer system.
You must not use your personal device for the purposes of hacking or modify the school IT
systems.
You must use the Farringtons Cloud system if you wish to ensure your work is backed up. If
you save your work locally to your device then we cannot guarantee any recovery of work.

Conduct


You must at all times conduct your computer usage professionally, which includes being
polite and using the system in a safe, legal and business appropriate manner. Among uses
that are considered unacceptable are the following:
o Using, transmitting, or seeking inappropriate, offensive, pornographic, vulgar,
suggestive, obscene, abusive, harassing, threatening, racist, sexist, or defamatory
language or materials;
o Making ethnic, sexual-preference, or gender-related slurs or jokes.



You must respect, and not attempt to bypass, security or access restrictions in place on the
computer system.
You must not intentionally damage, disable, or otherwise harm the operation of computers.
You must make efforts not to intentionally waste resources. Examples of resource wastage
include:
o Excessive storage of unnecessary files on the network storage areas;
o Use of computer printers to produce class sets of materials, instead of using
photocopiers.
You should avoid eating or drinking around computer equipment.






Use of Social Networking websites and online forums
Staff must take care when using social networking websites such as Facebook, Twitter, LinkedIn or
MySpace, even when such use occurs in their own time using their own computer. Social Networking
sites invite users to participate in informal ways that can leave you open to abuse, and often make
little or no distinction between adult users and children.
You must not allow any pupil to access personal information you post on a social networking site. In
particular:




You must not add a pupil to your ‘friends list’ (or similar).
You must ensure that personal information is not accessible via a ‘Public’ setting, but ensure
it is set to a ‘Friends only’ level of visibility.
You should avoid contacting any pupil privately via a social networking website, even for
School-related purposes.



You should take steps to ensure that any person contacting you via a social networking
website is who they claim to be, and not an imposter, before allowing them access to your
personal information.

Staff should also take care when posting to any public website (including online discussion forums or
blogs) that their comments do not harm their professional standing or the reputation of the School –
even if their online activities are entirely unrelated to the School.




Unless authorised to do so, you must not post content on websites that may appear as if you
are speaking for the School.
You should not post any material online that can be clearly linked to the School that may
damage the School’s reputation.
You should avoid posting any material clearly identifying yourself, another member of staff,
or a pupil, that could potentially be used to embarrass, harass, or defame the subject.

Use of Email
All members of staff with a computer account are provided with an email address for
communication both internally and with other email users outside the School. The following
considerations must be made when communicating by email:











E-mail has the same permanence and legal status as written hardcopy (paper) documents
and may be subject to disclosure obligations in exactly the same way. Copies of e-mails may
therefore have to be made available to third parties. You must be cautious when sending
both internal and external mails. The professional standards that apply to internal memos
and external letters must be observed for e-mail.
E-mail to outside organisations has the same power to create a binding contract as hardcopy
documents. Check e-mail as carefully as written contracts, always use a spell checker and,
where appropriate, obtain legal advice before sending. You must not purchase goods or
services on behalf of the School via e-mail without proper authorisation.
All School e-mail you send should have a signature containing your name, job title and the
name of the School.
E-mail is not a secure method of communication, and can be easily copied, forwarded and
archived. Unless explicitly authorised to do so, you must not send, transmit, or otherwise
distribute proprietary information, copyrighted material, trade secrets, or other confidential
information belonging to the School.
Having an external e-mail address may lead to receipt of unsolicited e-mail containing
offensive and/or sexually explicit content. The School will take measures to minimise the
receipt and impact of such content, but cannot be held responsible for material viewed or
received by users from the Internet.
You must not send chain letters or unsolicited commercial e-mail (also known as SPAM).

Supervision of Pupil Use


Pupils must be supervised at all times when using School computer equipment. When
arranging use of computer facilities for pupils, you must ensure supervision is available.




Supervising staff are responsible for ensuring that the separate Acceptable Use Policy for
pupils is enforced.
Supervising staff must ensure they have read and understand the separate guidelines on esafety, which pertains to the child protection issues of computer use by pupils.

Privacy







Use of the School computer system, including your email account and storage areas
provided for your use, may be subject to monitoring by the School to ensure compliance
with this Acceptable Use Policy and applicable laws. This may include remote monitoring of
an interactive logon session. In particular, the School does keep a complete record of sites
visited on the Internet by both pupils and staff and logs of all email messages. Usernames
and passwords used on those sites are NOT monitored or recorded.
You should avoid storing sensitive personal information on the School computer system that
is unrelated to School activities (such as personal passwords, photographs, or financial
information).
The School may also use measures to audit use of computer systems for performance and
diagnostic purposes.
Use of the School computer system indicates your consent to the above described
monitoring taking place.

Confidentiality and Copyright









Respect the work and ownership rights of people outside the School, as well as other staff or
pupils.
You are responsible for complying with copyright law and licenses that may apply to
software, files, graphics, documents, messages, and other material you wish to use,
download or copy. Even if materials on the School computer system or the Internet are not
marked with the copyright symbol (©), you should assume that they are protected under
copyright laws unless there is an explicit permission on the materials to use them.
You must consult a member of IT Support staff before placing any order of computer
hardware or software, any computer peripheral or obtaining and using any software you
believe to be free. This is to check that the intended use by the School is permitted under
copyright law (as well as to check compatibility and discuss any other implications that the
purchase may have). Do not rely on the claims of suppliers, who do not have specific
knowledge of the School’s systems.
As per the standard staff contract, any invention, improvement, design, process,
information, copyright work, trade mark or trade name made, created or discovered by you
during the course of your employment in any way affecting or relating to the business of the
School or capable of being used or adapted for use within the School shall be immediately
disclosed to the School and shall to the extent permitted by law belong to and be the
absolute property of the School.
By storing or creating any personal documents or files on the School computer system, you
grant the School a non-exclusive, universal, perpetual, irrevocable, and royalty-free license
to use, copy, and distribute those documents or files in any way the School sees fit.

Reporting Problems with the Computer System
It is the job of the IT Network Manager to ensure that the School computer system is working
optimally at all times and that any faults are rectified as soon as possible. To this end:






You should report any problems that need attention to a member of IT Support staff as soon
as is feasible. Problems that seriously hinder your job or teaching and require immediate
attention should be reported by telephone; any other problem must be reported via the
online service request system.
If you suspect your computer has been affected by a virus or other malware, you must
report this to a member of IT Support staff immediately.
If you have lost documents or files, you should report this as soon as possible. The longer a
data loss problem goes unreported, the lesser the chances of your data being recoverable
(mere minutes can count).

Reporting Breaches of this Policy
All members of staff have a duty to ensure this Acceptable Use Policy is followed. You must
immediately inform a member of the IT Support staff, or the Headmistress, of abuse of any part of
the computer system. In particular, you should report:





any websites accessible from within School that you feel are unsuitable for staff or student
consumption;
any inappropriate content suspected to be stored on the computer system. This may be
contained in email, documents, pictures, etc;
any breaches, or attempted breaches, of computer security; or
any instance of bullying or harassment suffered by you, another member of staff, or a pupil
via the School computer system.

Reports should be made either via email or the online services request system. All reports will be
treated confidentially.

Review and Evaluation
This policy will be reviewed regularly and in response to any changes affecting the basis of the
original risk assessment, for example: significant security incidents, new vulnerabilities and
significant changes to the organisation or technical infrastructure. Changes to this policy will be
communicated to all staff.
Notes
"Sensitive personal information" is defined as information about an individual that is protected by
law under the Data Protection Act 1998. Examples of such data include addresses and contact details
of individuals, dates of birth, and pupil SEN data. This list is not exhaustive. Further information can
be found in the School’s Data Protection Policy.

