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Farringtons School Online Safety Policy
1. Introduction

1.1.1 Farringtons School is committed to IT services that facilitate and enhance
teaching, learning and administration in the school community.

1.12  This policy provides guidance so that staff, students and other authorised users
can access the school's IT resources safely, securely and within the law, and so that
pupils are educated to use email, internet, mobile phones and social media
appropriately. It applies to the use of school IT resources, whether on or off school
premises, including laptops and mobile computing devices, software, operating
systems, storage media and network accounts that provide access to local network,
internet and email resources.

2. Rationale

2.1.1 Itis the duty of the school to ensure that every child in their care is safe, and the
same principles should apply to the ‘virtual’ or digital world as would be applied to the
real world. Increasingly, children are accessing material through the internet and games
consoles which is not age appropriate. It is essential to address this and to encourage a
lifestyle which incorporates a healthy balance of time spent using technology.

2.1.2 This policy, supported by the Acceptable Use Policies (Appendix 1 & 3) for staff,
governors, visitors and pupils, is to protect the interests and safety of the whole school
community and aims to provide clear advice and guidance on how to minimise risks and
how to deal with any infringements.

2.1.3 Both this policy and the Acceptable Use Policies (for all staff, governors, visitors
and pupils) are inclusive of both fixed and mobile internet, technologies provided by the
school (such as PCs, laptops, whiteboards, tablet, digital video and camera equipment,
etc) and technologies owned by pupils or staff.

2.1.4 Members of staff who breach the Farringtons School Online Safety Policy may
face disciplinary action. A misuse or breach of this policy could also result in criminal or
civil actions being brought against you.

3. The Technologies

3.1.1 ICT has an all-encompassing role within the lives of children and adults. New
technologies are enhancing communication and the sharing of information. Current
and emerging technologies used in school and, more importantly in many cases, used
outside of school by children include:

3.1.2 The Internet
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3.1.3 E-mail

3.1.4 Instant messaging

3.1.5 Blogs

3.1.6 Social networking sites

3.1.7 Chat Rooms

3.1.8 Gaming Sites

3.1.9 Text messaging and picture messaging
3.1.10 Video calls

3.1.11 Podcasting

3.1.12 Online communities via games consoles

3.1.13 Mobile internet devices such as Smart Phone and Tablets.

4. Whole school approach to the safe use of ICT

4.1.1 Creating a safe ICT learning environment includes three main elements at this
school:

4.1.2 An effective range of technological tools which are filtered and monitored;
4.1.3 Policies and procedures, with clear roles and responsibilities;

4.1.4 A comprehensive online safety education programme for pupils, staff and
parents. All staff undertake e-safety training with the Online Safety Alliance.

5. Staff Responsibilities (also see Online Safety Monitoring Policy in Appendix 2)

5.1.1 Online Safety is recognised as an essential aspect of strategic leadership in this
school and the Head, with the support of staff, aims to embed safe practices into the
culture of the school. The Head ensures that the policy is implemented and compliance
with the policy monitored. All staff are encouraged to create a talking culture in order to
address any online safety issues which may arise in classrooms on a daily basis.

5.1.2 The Designated Safeguarding Lead has overall responsibility for the monitoring
of online safety (See online safety monitoring policy) they will work closely with the Data
Manager and IT Network Manager in ensuring that online safety is maintained.

5.1.3 The Designated Safeguarding Lead ensures that they keep up to date with online
safety issues and guidance provided from such organisations as The Child Exploitation

Page 3 of 21



and Online Protection (CEOP). The Designated Safeguarding Lead also ensures that the
Head, Senior Management and Governors are updated as necessary.

6. Staff awareness

6.1.1 All staff receive regular information and training on online safety issues in the
form of in house training within INSET and online refresher courses through platforms
like iIHASCO.

6.1.2 New staff receive information on the school's acceptable use policy (AUP) as part
of their induction.

6.1.3 All staff are made aware of individual responsibilities relating to the safeguarding
of children within the context of online safety and know what to do in the event of
misuse of technology by any member of the school community.

6.1.4 All staff are encouraged to incorporate online safety activities and awareness
within their curriculum areas and through a culture of talking about issues as they arise.

6.1.5 Online safety concerns are reported directly to the School's safeguarding team.

6.1.6 All staff working with children are responsible for demonstrating, promoting and
supporting safe behaviours in their classrooms and following school online safety
procedures. These behaviours are summarised in the AUPs which must be signed and
returned before use of technologies at Farringtons.

7. Internet

7.1.1 Farringtons School internet access is ‘filtered’ by onsite filtering software, which
helps minimise the chances of pupils encountering undesirable material.

7.1.2 Staff, pupils and visitors have access to the internet through the school’s fixed
and mobile internet technology.

7.1.3 Staff should email school related information using their school email address
and not personal accounts.

7.1.4  Staff will preview any websites before recommending them to pupils.

7.1.5 Ifinternet research is set for homework, specific sites will be suggested that have
previously been checked by the teacher.

7.1.6 If staff or pupils discover an unsuitable site, the screen must be switched off
immediately and the incident reported to IT Network manager. This will be escalated to
the Designated Safeguarding Lead, and the website blocked by the IT Network Manager.
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7.1.7 Staff and pupils are aware that school based email and internet activity is
monitored and can be explored further if required.

7.1.8 Pupils using the World Wide Web are expected not to deliberately seek out
offensive materials. Should any pupils encounter any such material accidentally, they
are expected to report it immediately to a teacher and then this will be reported to the
IT Network Manager

7.1.9 Pupils are expected not to use any rude or offensive language in their email
communications and contact only people they know or those the teacher has approved.

7.1.10 Pupils are taught the rules of etiquette in email and are expected to follow them.

7.1.11 No personal information such as phone numbers and addresses should be given
out and no arrangements to meet someone made unless this is part of an approved
school project.

7.1.12 Pupils consistently choosing not to comply with these expectations will be
warned, and subsequently, may be sanctioned following the School's Behaviour Policy.

7.1.13 Pupils will be asked to sign to the Acceptable Use Policy as part of the joining
paper work. Copies of the agreement will also be distributed to parents to ensure that
key messages are reinforced at home.

With specific relation to staff:
8. Passwords

8.1.1 The school recommends that staff use a strong password for their IT accounts
(strong passwords are usually eight characters or more and contain upper and lower
case letters, as well as numbers and symbols).

8.1.2 Passwords should not be written down.

8.1.3 Passwords should not be shared with other children or staff.

9. Mobile technology (laptops, iPads, netbooks, etc):

9.1.1 Mobile technology for pupil use, such as laptops or tablets are stored within the
trolley safe within the designated classrooms. Access is available to pupils when staff
lessons require the use of the laptops or tablets.

9.1.2 Mobile Technology assigned to a member of staff as part of their role and
responsibility must have a passcode or device lock so unauthorised people cannot
access the content.
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9.1.3 When they are not using a device staff should ensure that it is locked to prevent
unauthorised access.

9.1.4 With the exception of potential ‘two factor authentication’ notifications which
should be rare on site, no personal mobile phone devices belonging to staff are to be
used during lessons at school. These are to be used during break times only and kept
on silent. If pupils bring in mobile phones (for the purpose of safety if they walk to and
from school alone), they should only be used in accordance with the School Rules, and
will remain the responsibility of the child in case of loss or damage. Any children not
following these rules will be dealt with using the School’s Behaviour Policy.

10. General Data Protection Regulations (GDPR) and data storage

10.1.1 Staff must be aware of their responsibilities to ensure that confidential
information and data is kept secure. Staff are expected to save all data relating to their
work in their staff home documents area, school shared drives or their school
OneDrive.

10.1.2 There are considerable legal and financial consequences involved in not
complying with the GDPR legislation so it is an expectation of staff at Farringtons that
they will follow these instructions:

e Always lock your account when leaving your desk/PC/laptop/tablet etc.

e Always ensure paper documents, which identify individuals (even if just by
name), are locked away in a filing cabinet/desk drawer - or destroyed (safely
shredded in school) if no longer required.

e Staff are prohibited from sending staff or student data outside of the school by
any means without the express permission of the Head and Data Manager.

e You should not save or transfer any personally identifiable data to USB memory
sticks/hard drives or other such storage devices unless these have been
authorised and are encrypted.

e You should not send personal data to personal email accounts, personal cloud
based storage areas or otherwise. Please make use of Office 365 through your
school account which can be accessed securely via our network.

e Ensure that if you use a personal device to check your school email account, this
is adequately protected with passwords and finger print or facial recognition
software.

Page 6 of 21



e If you suspect or become aware of a data breach, you must notify the Bursar and
Data Manager as soon as you become aware of this. A data breech can be as
simple as sending an email to the wrong person, losing your personal mobile
device which has access to your school email account etc.

10.1.3 This list summarises the key points from the GDPR legislation but does not cover
all eventualities. If there specific circumstances not detailed above, staff should contact
the Data Manager or the Bursar for advice on how to proceed.

11. Social Networking Sites

11.1.1 Use such sites with extreme caution, being aware of the nature of what you are
publishing on-line in relation to your professional position. Do not publish any
information online which you would not want your employer to see.

11.1.2 Under no circumstances should school pupils or parents, past or present, be
added as friends (or equivalent), unless known to you as a friend or relative prior to
your appointment, as your role in school requires a high degree of professionalism and
confidentiality.

11.1.3 Any communications or content you publish that causes damage to the School,
or any of its employees or any third party’s reputation may amount to misconduct or
gross misconduct to which the School and Disciplinary Policies apply.

11.1.4 Where applications allow the posting of messages online, users must be mindful
that the right to freedom of expression attaches only to lawful conduct.

11.1.5 Any communications made in a professional capacity with other members of the
staffing body through social media must not either knowingly or recklessly:

e Place a child or young person or member of staff at risk of harm;
e Bring the School into disrepute;

¢ Breach confidentiality;

e Breach copyright;

11.1.10 Staff must not breach data protection legislation; or do anything that
could be considered discriminatory against, or bullying or harassment of, any individual,
for example by:

e Making offensive or derogatory comments relating to sex, gender reassignment,
race (including nationality), disability, sexual orientation, religion or belief or age;

e Using social media to bully another individual; or

e Posting images that are discriminatory or offensive or links to such content.
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11.1.14 The School reserves the right to monitor staff and pupils internet usage.
The School considers that valid reasons for checking internet usage include concerns
that social media / internet sites have been accessed in breach of this Policy.

12. Digital images

12.1.1 Use only digital cameras and video cameras provided by the school and under
no circumstances use personal equipment such as digital cameras or mobile phones to
store images of children.

12.1.2 When using children’s images for any school activity, they should not be
identified by their name unless parental permission has been given in writing (See
Photography Policy)

13. Providing a comprehensive online safety education to pupils and parents

13.1.1 All staff working with children must share a collective responsibility to provide
online safety education to pupils and to promote online safety in their own actions.

13.1.2 Formally, online safety education is provided by the objectives contained in the
ICT schemes of work for every area of work for each year group. Even if online safety is
not relevant to the area of ICT being taught, it is important to have this as a ‘constant’ in
the ICT curriculum.

13.1.3 Informally, a talking culture is encouraged in classrooms which allows online
safety issues to be addressed as and when they arise, particularly in lessons like
Wellbeing.

13.1.4 Where needed the Designated Safeguarding Lead will provide an assembly on
the online safety risks.

13.1.5 Staff will ensure children know to report abuse to any member of staff who will
escalate the concern to the Designated Safeguarding Lead.

13.1.6 When children use school computers, staff should make sure children are fully
aware of the Student Acceptable Use Policy. (See Appendix 1)
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Appendix 1: Pupil Acceptable Use Policy

e Information & Communication Technology
Student Acceptable Use Policy

This code of conduct applies at all times, in and out of school howrs, whilst using schaol equipment. Flease read

i carefully.
You should: You should mot:
| Only acezss iiaswbich are appropriate % Give your password to anyone else or allow them
far use in school. fo use your scoount

Ra mwrara that wnnr arfinons an the

¥ | Internet Ganhe. 5220 oy others

Ninwnlned names ar ather nrnarams frnm the
internet or lsevwhers

[

Ra mwara that infrrmatinn an an Infarnas

o N 3 a ll=e sncial netemnckina sites ar nnasotharissd weh-
ek site may be inaccurate ar biased. % | based email s2rvices
Try to verify the information using other
sources, if possible, befors using it ) .
= pas g * Send, access or display offensive messages or
o Be carseful of what you say to others and mictures

how you say it

& | Use or =end bad languape

I Respect copyright and trademarks. You Wiasta fima nn the cnmmter dninn thinne that are
CANNOT USE N2 Words oF PICTUTES &t ¥ou £ | notrelated fo your work in school.
3gg,0n an Internet site without giving

cradit to the person that owns the sits.

Give wour name. address. teleohone number ar
X | any other personal information about yourse!f or

> l."fh.:u:'k with a tearhear hafora n.n-nninr! gihers to anyone you write to.
email attachments or completing online
auestipnnaines.or  subscription forms. Intentinnallv canss damans tn the cnmnnter

!k, system or equipmsent.

Please note:
=+ Student areas on the school network will beslisehmaninrsd and staff may review your files and
communications fo maintzin system ntegrity.
=+ Failure to follow the code will result in loss of access and further disciphinary action may be taken if
appropriate. If apphcakle, sxdernsl agencies may be involved: cerain activities may constitute a criminal
offence.
=+ Siudents should always read the Acceptable User Policy code displaysd at log in.

Genaral Usage

1. ou ars responsible for safeguarding your password for the system. For reasons of security, your
individual password shasd-not-bepontad.

2. our ability to connect to other computsr systems through the network does not imply a right to connect to
those sysiems or to make use of those systems unless authorsed to do so.

2. The School has software and systems in place that moniter and record all Internat usage

4. Qwr IT team will review Internet actvity and analyse usage patterns, and they may choose fo publiciss
thiz data to ensure that School Intermnet resources are devoted to curriculum- and Schoolkrelated activitizs.

5. The display of any kind of s=oually exphcit image or document on any School system is in violation of our
podicies. In addition, sexually explict material may not be archived, stored, distributed, edited or recorded
using our netvwark or computing resources.

3. Users shall not perform any other inappropriate uses identified by the network sdministrators.

Use of your own equipment 5 pemmited so long as you adhere to the rules defined in this document. Any
disregard to these nubes will result in your device being blasked from accessing the school network.

8. You must use the Famingtons Cloud system if you wish to ensure your work (5, hacked ug- If you save your
work locally to your devics then we cannot guarantese any recovery of wark.
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Information & Communication Technology
Student Acceptable Use Policy

E-mail Usage

1. Users should not make derogatory remarks in e-mails about any other person. Any written derogatory

remark ray result in your sccount being lnsked,

2. Try not to create e-mail congestion by sending trivial messages or unnecessarily copying e-mails. Users
should regularly delete unnecessany e-mails to prevent over-burdening the system.

3. By s=nding e-mails on the School's system, you are consenting to the processing of any persons| data
contained in that e-mail and are explcitly consenting to the processing of any sensitive personal data
contained in that e-mail. If you do not wish the Schoaol to process such data you should communicate it by
other means.

Inrermner Usagea

1. First and foremost, the Internet for this Schaool 5 a work and curriculum tool, provided to you at significant
cost. That means we expect you o use your Internet access primarily for work- and curmiculum-related
purpases, i.e., o ressarch relevant topics, to obtain information.

2. Unnecessary or unauthorised Internet usage causes network and server congestion. It slows other usars,
takes away from work time, consumes supphbes, and ties up printers 3pd..eiber shared resowrces;
inappropriate Internet usage may also gain nepgative publicity for the School and expaose the organisation
to significant liabilties.

3. While our direct connection to the Intemst offers a cornucopia of potential benefits, it also opsns the door
to =ome significant risks 1o our data and systems if we do not secure the IT Metwork appropriately.

4. This Schacls Internet facilities and computing resources ushhol e used o violate the laws and
requistions of the UK or any other nation.

5. Any software or files downloaded via the Internet into the School network become the property of the
School. Any such files or software aw.beused only in ways that are consistent with their licenses or
copyrights and in accordance with School policy.

gd. Mo ussr may use School Internet faciliies to download or distribute pirated software or data, nor to
propagats any virus, worm, Trojan horse, or trap-door program code.

7. Mo user may use the Schools Intzrnet facilities to disable or overoad any computer system or network, or
to circumvent any system intended to protect the privacy or security of another user.

2. Users with Intzrnet access may downbesd only software with direct curriculurn use, snd must arrange to
hawe such saftwisre properly licensed and registersd. Downlosded software taust.baussed. only under the
terms of its license and in previous agreernent with IT Department.

9. Users may not use School Infernet faciltes to downbesd entertsinrment software or games or to play
pames against opponents over the Internet. Images and videos must.oobbadeseploadad, unless there is
an express wark- or curriculum-related need.

Acceptance

| haws agreed 1o the above and agree for my account to he stz with the above restrictions and
acceptable uzs regulations.

Name of Pupil Form:
Signed (Fupil): Date:
Signed (Parent'Guardian) Date:
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Appendix 2
Farringtons School Online Safety Monitoring Policy
1. Introduction

1.1.1 Farringtons School uses Smoothwall educational software to monitor the online
activity of our students and staff and their use of the School's I.T. Network.

1.1.2 There are four types of online moderation that the School uses to aid with online
safety monitoring:

1. Pre-monitoring; Material reviewed for suitability prior to being visible to others

2. Post-monitoring; Material reviewed after it is visible. Time delay may be
variable, although real time monitoring and alerting is possible through the
Smoothwall software used within the School.

3. Sample monitoring; Moderator "patrols" a cyber (or physical) space or samples
a selection of content usually as student work is work is being completed.

4. Reactive monitoring; Occurs after a request is made for intervention

1.1.3 In addition to online moderation, Smoothwall enables work completed by
students and staff within the School I.T. Network to be monitored as well. The software
is able to flag vocabulary and content that may be associated with safeguarding themes.

2. Student monitoring
2.1.1 Designated Safeguarding Lead Tasks
2.1.2 The following are completed on a weekly basis as a minimum:

e Review and react to immediate high priority Smoothwall alerts.

e Review Smoothwall weekly reports detailing attempted suspicious search
queries and blocked websites.

e Review trends / patterns of behaviour based on Smoothwall data and proactively
investigate as required.

2.1.3 The Designated Safeguarding Lead and the Data Manager will meet regularly and
at least every half term as a minimum to ensure Smoothwall is responding
appropriately to meet the needs of the School.

2.1.3 Staff Responsibility

2.1.4 All staff have a professional responsibility to report any online activity that they
feel is inappropriate or raises specific safeguarding concerns.
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2.1.5 Safeguarding concerns should always be reported to Mr Simon Smith, the
Designated Safeguarding Lead and recorded through My Concern (see Appendix 1).

2.1.6 It may also be appropriate to contact Mrs Vanessa Suverkrop, the Data Manager,
who also liaises with R.M. Education our I.T. network partners, if a particular website is
being accessed and needs to be blocked, or there is an issue within the network that
needs resolving to keep students safe.

3. Website blocking and unblocking

3.1.1 Smoothwall allows for some changes to be made to the definitions with which it
recognises the content of websites. Requests for access to blocked websites, usually for
teachers to use in their lesson delivery, can be made using the IT Help desk but
maintaining our school-wide safeguarding responsibilities and the integrity of the
School I.T. Network as a whole will always take priority.

Appendix 2.1

MyConcern can be accessed at https://myconcern.education.

Staff should login and raise a concern using the Report a Concern icon.

®
myconcern m Demonstration School (8234321) MP Baker £ Options

Report a Concern My Concerns Resources ~ Search

1

Report a Concern

. — 2§ Start typing a name and PAUSE - then
Name(s) of Pupil(s) r‘ ease name the pupil(s) subject of this concern and any other pupil(s) you want linked to it Q click on the relevant name(s) from the
drop down list

Concern Summary e.g. Andrew came into school this morning with a bruise on his arm

Send Concern to Designated Safeguarding Lead(s) - Group v |

Concern Date/Time

Details of Concern There is no need to repeat the Concern Summary

Is this urgent? If YES, please check this box.

Action taken

y

Attachments |

© Please attach any relevant documents, images or other media.

Page 12 of 21


https://myconcern.education/

Appendix 3: Staff Acceptable Use Policy

Guidelines for Staff

The School has provided computers for use by staff as an important tool for teaching,
learning, and administration of the School. Use of School computers by staff is
governed at all times by the following policy. Please ensure you understand your
responsibilities under this policy, and direct any questions or concerns to the IT
Network Manager in the first instance.

All members of staff have a responsibility to use the School's computer system in a
professional, lawful, and ethical manner. Deliberate abuse of the School's computer
system may result in disciplinary action (including possible dismissal), and civil and/or
criminal liability.

Please note that use of the School network is intended to be as permissive and flexible
as possible under current UK legislation. This policy is not intended to arbitrarily limit
the ways in which you can use the system, but to ensure compliance with the legal
responsibilities of the School and staff, to safeguard the reputation of the School, and to
ensure the safety of all users. Please respect these guidelines, many of which are in
place for your protection.

Lastly, the School recognises that the distinction between computer use at work and at
home is increasingly blurred, with many of us now using our own computers for work.
While the School neither wishes nor intends to dictate how you use your own computer,
staff should consider that the spirit of this policy applies whenever you are undertaking
an activity that stems from your employment with the School.

Computer Security and Data Protection

¢ You will be provided with a personal account for accessing the computer system,
with your own username and password. This account will be tailored to the level
of access you require, and is for your use only. As such, you must not disclose
your password to anyone, including IT Support staff. If you do so, you will be
required to change your password immediately.

e You must not allow a pupil to have individual use of a staff account under any
circumstances, for any length of time, even if supervised.

e When leaving a computer unattended, you must ensure you have either logged
off your account, or locked the computer to prevent anyone using your account
in your absence.

e You must not store any sensitive or personal information about staff or students
on any portable storage system (such as a USB memory stick, portable hard disk,
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or personal computer) unless that storage system is encrypted and approved for
such use by the School.

e You must not transmit any sensitive or personal information about staff or
students via email

¢ When publishing or transmitting non-sensitive material outside of the School,
you must take steps to protect the identity of any pupil whose parents have
requested this.

e Ifyou use a personal computer at home for work purposes, you must ensure
that any School-related sensitive or personal information is secured to prohibit
access by any non-member of staff, and encrypted to protect against theft.

e You must not make your own backup of data kept on any storage system other
than the network storage drives or your ‘My Documents’ folder. This includes
USB memory sticks (even those owned or issued by the School) or a personal
computer.

¢ You must ensure that items of portable computer equipment (such as laptops,
digital cameras, or portable projectors) are securely stored in a locked room or
cupboard when left unattended.

¢ Equipment, other than staff laptops, taken offsite is not routinely insured by the
School. If you take any School computer equipment offsite, you should ensure
that adequate insurance cover has been arranged to cover against loss, damage,
or theft.

Telephony

The school operates a “hot desk” telephone system and every member of staff is issued
with their own “Extension” and “PIN". Key members of staff will also be issued with a
mobile phone, which this policy also applies to.

Telephones must not be used for personal telephone calls and only for business related
calls - all phone calls in and out are logged by our logging software and by the service
provider, if a mobile.

Most Mobile Phones are on “contract” and as such - fair limits, fair use and caps apply.

Personal Use

The School recognises that occasional personal use of the Schools computers is
beneficial both to the development of your IT skills and for maintaining a positive work-
life balance. Such use is permitted, with the conditions that such use

¢ must comply with all other conditions of this AUP as they apply to non-personal
use, and all other School policies regarding staff conduct;
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must not interfere in any way with your other duties or those of any other
member of staff;

must not have any undue effect on the performance of the computer system;
and

must not be for any commercial or political purpose or gain unless explicitly
authorised by the School.

Personal use is permitted at the discretion of the School and can be limited or
revoked at any time.

Use of your own Equipment

Any mains-operated personal computer or electrical equipment brought on site,
for any use, is subject to a Portable Appliance Test (PAT) by site maintenance
staff, and must not be used until approved. This test must be performed at
regular intervals as required by the Schools normal rules on electrical safety
testing.

You must not connect personal computer equipment to School computer
equipment without prior approval from IT Support staff in writing, with the
exception of storage devices such as USB memory sticks.

If you keep files on a personal storage device (such as a USB memory stick), you
must ensure that other computers you connect this storage device to (such as
your own computers at home) have an up-to-date anti-virus system running to
protect against the proliferation of harmful software onto the School computer
system.

You must not use your personal device for the purposes of hacking or modify the
school IT systems.

You must use the Farringtons Cloud system if you wish to ensure your work is
backed up. If you save your work locally to your device then we cannot
guarantee any recovery of work.

Conduct

You must at all times conduct your computer usage professionally, which
includes being polite and using the system in a safe, legal and business
appropriate manner. Among uses that are considered unacceptable are the
following:

o Using, transmitting, or seeking inappropriate, offensive, pornographic,
vulgar, suggestive, obscene, abusive, harassing, threatening, racist, sexist,
or defamatory language or materials;

o Making ethnic, sexual-preference, or gender-related slurs or jokes.
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You must respect, and not attempt to bypass, security or access restrictions in
place on the computer system.
You must not intentionally damage, disable, or otherwise harm the operation of
computers.
You must make efforts not to intentionally waste resources. Examples of
resource wastage include:

o Excessive storage of unnecessary files on the network storage areas;

o Use of computer printers to produce class sets of materials, instead of

using photocopiers.

You should avoid eating or drinking around computer equipment.

Use of Social Networking websites and online forums

Staff must take care when using social networking websites such as Facebook, Twitter,
LinkedIn or Instagram, even when such use occurs in their own time using their own
computer. Social Networking sites invite users to participate in informal ways that can
leave you open to abuse, and often make little or no distinction between adult users
and children.

You must not allow any pupil to access personal information you post on a social
networking site. In particular:

You must not add a pupil to your ‘friends list’ (or similar).

You must ensure that personal information is not accessible via a ‘Public’ setting,
but ensure it is set to a ‘Friends only’ level of visibility.

You should avoid contacting any pupil privately via a social networking website,
even for School-related purposes.

You should take steps to ensure that any person contacting you via a social
networking website is who they claim to be, and not an imposter, before allowing
them access to your personal information.

Staff should also take care when posting to any public website (including online
discussion forums or blogs) that their comments do not harm their professional
standing or the reputation of the School - even if their online activities are entirely
unrelated to the School.

Unless authorised to do so, you must not post content on websites that may
appear as if you are speaking for the School.

You should not post any material online that can be clearly linked to the School
that may damage the School’s reputation.
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You should avoid posting any material clearly identifying yourself, another
member of staff, or a pupil, that could potentially be used to embarrass, harass,
or defame the subject.

Use of Email

All members of staff with a computer account are provided with an email address for
communication both internally and with other email users outside the School. The
following considerations must be made when communicating by email:

E-mail has the same permanence and legal status as written hardcopy (paper)
documents and may be subject to disclosure obligations in exactly the same way.
Copies of e-mails may therefore have to be made available to third parties. You
must be cautious when sending both internal and external mails. The
professional standards that apply to internal memos and external letters must
be observed for e-mail.

E-mail to outside organisations has the same power to create a binding contract
as hardcopy documents. Check e-mail as carefully as written contracts, always
use a spell checker and, where appropriate, obtain legal advice before sending.
You must not purchase goods or services on behalf of the School via e-mail
without proper authorisation.

All School e-mail you send should have a signature containing your name, job
title and the name of the School.

E-mail is not a secure method of communication, and can be easily copied,
forwarded and archived. Unless explicitly authorised to do so, you must not
send, transmit, or otherwise distribute proprietary information, copyrighted
material, trade secrets, or other confidential information belonging to the
School.

Having an external e-mail address may lead to receipt of unsolicited e-mail
containing offensive and/or sexually explicit content. The School will take
measures to minimise the receipt and impact of such content, but cannot be
held responsible for material viewed or received by users from the Internet.
You must not send chain letters or unsolicited commercial e-mail (also known as
SPAM).

Supervision of Pupil Use

Pupils must be supervised at all times when using School computer equipment.
When arranging use of computer facilities for pupils, you must ensure
supervision is available.
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Supervising staff are responsible for ensuring that the separate Acceptable Use
Policy for pupils is enforced.

Supervising staff must ensure they have read and understand the separate
guidelines on e-safety, which pertains to the child protection issues of computer
use by pupils.

Privacy

Use of the School computer system, including your email account and storage
areas provided for your use, may be subject to monitoring by the School to
ensure compliance with this Acceptable Use Policy and applicable laws. This may
include remote monitoring of an interactive logon session. In particular, the
School does keep a complete record of sites visited on the Internet by both
pupils and staff and logs of all email messages. Usernames and passwords used
on those sites are NOT monitored or recorded.

You should avoid storing sensitive personal information on the School computer
system that is unrelated to School activities (such as personal passwords,
photographs, or financial information).

The School may also use measures to audit use of computer systems for
performance and diagnostic purposes.

Use of the School computer system indicates your consent to the above
described monitoring taking place.

Confidentiality and Copyright

Respect the work and ownership rights of people outside the School, as well as
other staff or pupils.
You are responsible for complying with copyright law and licenses that may
apply to software, files, graphics, documents, messages, and other material you
wish to use, download or copy. Even if materials on the School computer system
or the Internet are not marked with the copyright symbol (©), you should
assume that they are protected under copyright laws unless there is an explicit
permission on the materials to use them.
You must consult a member of IT Support staff before placing any order of
computer hardware or software, any computer peripheral or obtaining and
using any software you believe to be free. This is to check that the intended use
by the School is permitted under copyright law (as well as to check compatibility
and discuss any other implications that the purchase may have). Do not rely on
the claims of suppliers, who do not have specific knowledge of the School's
systems.
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e As per the standard staff contract, any invention, improvement, design, process,
information, copyright work, trade mark or trade name made, created or
discovered by you during the course of your employment in any way affecting or
relating to the business of the School or capable of being used or adapted for
use within the School shall be immediately disclosed to the School and shall to
the extent permitted by law belong to and be the absolute property of the
School.

e By storing or creating any personal documents or files on the School computer
system, you grant the School a non-exclusive, universal, perpetual, irrevocable,
and royalty-free license to use, copy, and distribute those documents or files in
any way the School sees fit.

Reporting Problems with the Computer System

It is the job of the IT Network Manager to ensure that the School computer system is
working optimally at all times and that any faults are rectified as soon as possible. To
this end:

¢ You should report any problems that need attention to a member of IT Support
staff as soon as is feasible. Problems that seriously hinder your job or teaching
and require immediate attention should be reported by telephone; any other
problem must be reported via the online service request system.

e If you suspect your computer has been affected by a virus or other malware, you
must report this to a member of IT Support staff immediately.

e If you have lost documents or files, you should report this as soon as possible.
The longer a data loss problem goes unreported, the lesser the chances of your
data being recoverable (mere minutes can count).

Reporting Breaches of this Policy

All members of staff have a duty to ensure this Acceptable Use Policy is followed. You
must immediately inform a member of the IT Support staff, or the Head, of abuse of any
part of the computer system. In particular, you should report:

e any websites accessible from within School that you feel are unsuitable for staff
or student consumption;

e anyinappropriate content suspected to be stored on the computer system. This
may be contained in email, documents, pictures, etc;

e any breaches, or attempted breaches, of computer security; or

e any instance of bullying or harassment suffered by you, another member of
staff, or a pupil via the School computer system.
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Reports should be made either via email or the online services request system. All
reports will be treated confidentially.

Review and Evaluation

This policy will be reviewed regularly and in response to any changes affecting the basis
of the original risk assessment, for example: significant security incidents, new
vulnerabilities and significant changes to the organisation or technical infrastructure.
Changes to this policy will be communicated to all staff.

Notes

"Sensitive personal information" is defined as information about an individual that is
protected by law under the Data Protection Act 1998. Examples of such data include
addresses and contact details of individuals, dates of birth, and pupil SEN data. This list
is not exhaustive. Further information can be found in the School’s Data Protection
Policy.
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Staff AUP Acceptance

| have read and understood the Farringtons School acceptable use policy for staff and agree
to abide by its terms and conditions.

Signed:

Name:

Date:
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